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uker Configuration || palicy =~ | Policy Setting
nlicies Devices: Allowed to Farmat and ejeck remaovable media Mot Defined
:_ Software Settings E Devices: Prevent users from instaling printer drivers Mot Defined
| Windows Settings E Devices: Restrick CD-ROM access ko locally logged-on user only Mot Defined
=] Seripts (StartupfShutdown) EDevices: Restrict Floppy access ta locally logged-on user only Mot Defined
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H| Iﬂ Security Settings
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Ewent Log
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Al Reqistry
dl File Syskem
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Domain controller: Allow server operators ko schedule kasks Mok Defined
‘Domain controller: LDAP server signing requirements Require signing

Domain controller: Refuse maching account password changes Mok Defined

Domain member: Digitally encrypt or sign secure channel data (always) Disabled
Domain member: Digitally encrypt secore channel data (when possible) Disabled
Comain member: Digitally sign secure channel data (when possible) Disabled
Domain member: Disable machine account password changes Dizabled
Domain member: Maximum machine account password age Mot Defined
Domain member: Reguire strong CWwindows 2000 or laker) session key Dizabled
Interackive lagan: Do not display lask user name Mok Defined
Interactive lagon: Do naok require CTRL+ALT+DEL Mok Defined
Interackive logon: Message text for users atkempling to log on Mok Defined
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Interactive logon: Message title for users atkermpling bo log on Mok Defined
Interactive logon: Mumber of presvious logons ko cache (in case domain controller is nok available) Mok Defined
Interactive logon: Prompt user to change password before expiration Mok Defined
Interactive logon: Require Domain Contraller authentication bo unlock workskakion Mok Defined
Interactive logon; Require smark card Mot Defined
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Interactive logon; Smart card removal behavior Mot Defined
Microsoft network client: Digitally sign communications always) Mot Defined
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. , ' Microsoft network client: Digitally sign communications (if server agrees) Mot Defined
| Adrinistrative Templakes: Policy c . ) i .
L eferences Microsoft network client: Send unencrypted password to third-party SME servers Mot Defined
- onfiguration Microsoft netwark, server: Amount of idle time required befare suspending session Mok Defined
licies == Microsoft netwark, server: Digikally sign communications (abways) Disabled

| am using Windows Server 2008 in this example | also have Windows Server 2003 on the same network for our Exchange.
Okay | enabled the LDAP in the Group Policy. | have tried both None & Required signing neither work.



On the server | opened adsiedit.msc and connected using the credentials below and was able to establish a connection
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File  Action View Help
e | HmIXE o= HEE
. ADSI Edit = | | Mame | Class | Distinguished Marne
= j ElgFault naming conkexk [Anwil0a, IROM, local: 389 Connection Settings |
= ] DC=IRON,DC=local
= = ?Q=P.dministraturs Marne: IDeFauIt niaming conkexk
~| CM=Administrator
o= Path: ILDP.F‘:,I',I'P.nviII:IB.IRON.IDcaI:SB'Sl,I'DeFauII: naming conkext
7 =
| CM= — Conneckion Poink
T CH= {~ Select or bype a Distinguished Mame ar Maming Context:
3 o | =]
"~ CM=openfire
T M= & Select a well known Maming Conbext:
| CN= ,
A Ch= IDeFauIt naming conkexk j
| CN=tETR
| Ch=Builtin | — Commpuker
= = DU=Company ™ Select or bype a domain o server: (Server | Domain [port])
~| OU=Computers
p=- -
El L old=Users I J
=) QU=Arwi {* Default (Domain o server that vau logged in ko)
| OU=Detailing .
“ Oli=Laptop_Lisers [ Use 55L-based Encryption
~| Ql=Main_office_Downskair:
~| OU=Main_office_pstairs Advanced... Ok | Cancel
| Ql=Cld_Users
~| OU=0ther_Users_Far_IT
| ClJ=Remate_Lsers
~| Cl=3hop
1 OoU=Trailer A




| did not select simple bind and it connected it will not connect with simple bind checked, | also tried the account openfire
which | setup for Open Fire only.

File  Action ‘iew Help

| Hm | RE 6= |HE

7 ADSI Edit = || Hame | Class | Distinguished Hame
=l j Dn_aFauIt narning conkext [Anwilos. IROM, local: 359 |
= || DC=IROM,DC=local
= [ OlU=Administrators v Specify Credentials
| CM=Adminiskrator )
SR — Credentials
J Ch= Llsernamme: Iirun"-.administratn:nr
j Eﬁ; For .g. DomaintUser or DM or sdkAccountM ame or userPrincipal ame
,_J. h3 Pazzword: Iillllliliiiill
| CH=openfire
| CN=
=
| Ch= Port Mumber: |359
| CH=hemp
| CM=Euiltin | Protocal
E [ oU=Caormpany
| Ol=Computers {* LDAP
E ] CU=Users
=] oU=anvi " Global Catalog
~| ClU=Detailing
~| Cld=Laptop_lsers
j 25=m::::g::z:ﬁ;;;s:;m [ Simple bind authentication 0k Cancel
| Cld=0ld_sers
~| Cll=Other sers For IT
~| ClJ=Remate_lsers
| ©lU=shap
| CU=Trailer & h
1 | _'*I_I 4|




Then | opened Idp.exe and tested that connection and it worked fine. It did not work with the SSL connection on port 636

, Idapz/ / Anvil08.IR0ON.local/DC=IRON,DC=local

Conmection  Browse Misw  Options  Ukilities  Help

=l I:fl_C=IF‘JCfINJ DiZ=local
Mo children

Id = Idap_open"Anwil03", 3330, -
Establizhed connection to Anwilda,
Retrieving base DEA information ..
Getting 1 ertries:
Dn: (RootDSE)
configurationMamingContext; CH=Configuration, DC=IROMN DC=local;
currertTime: 45292010 11:02:25 A Pacific Daylight Time;
defaultflamingZontext: DC=IROKN DC=local,
dnzHostMame: Anvilds RO Jocal,
domaincontrollerFunctionalty: 3 = (WIN2003 J;
domainFunctionality: 2 = {WIN2003
daServicebame: Ch=hTDS Settings, Chl=ANVILOS Chl=5Servers CH=Default-First-Site-Mame Ch=Sites Chl=Configuration DC=IROMN DC=local;
farestFunctionality: 0 = {WiIM2000 7,
highestCommittedUzN: 340339,
izGlohalCatalogReady: TRUE;
iz=vnchronized: TRUE;
IdapServiceMame: IRON local anvwil DS HEIR 0N LOCAL
namingCaontexts (5 DC=RON DC=local, C=Configuration DC=IROMN DiC=lacal;, Chi=Schemsa Ch=Configuration, DC=IRON DC=local; DC=DamainDns Zones DC=IROMN DC=local;
DC=ForestDnsZones DC=IROMN DC=local,
rootDomainMamingCortext DC=IRON DC=local;
schematamingContext: CH=Schema, CH=Configuration DC=IRORN DC=local;
zerverflame: Chl=ANYILOS Ch=Servers CM=Default-First-Site-Mame Ch=Sites Chl=Configuration DC=IROMN DC=local;
zubschemasubertry: Chl=Agaregate CH=5chema Ch=Caonfiguration DC=IRON DiC=local;
suppartedCapahilties (4); 1.2.840.113556.1.4.500 = [ ACTIVE_DIRECTORY 3; 1.2.540.113556.1 41670 = [ ACTWE_DIRECTORY %51 ), 1.2.840.113556.1. 41791 =
ACTHWE_DIRECTORY _LDAP_IMTEG ); 1.2.840.113556.1 .4.1935 = ( ACTIWE_DIRECTORY _WE1 )
supportedControl (267 1.2.840 1135561 4 319 = PAGED_RESULT 3, 1. 2.840113556.1 4801 =( SD_FLAGS ), 1 28401135561 4473 =( SORT 3 128401135561 4528 =
MOTIFICATION ¥; 1.2.840. 1135561 4 417 = SHCW_DELETED J; 1.2.540 1135561 4 619 = ( LAZY _COMMIT J; 1.2.840113536.1 4841 = ( DIRSYMC 3 1.2.540 1135561 4529 =
EATEMDED DM 3 1.2.540.113556.1 .4.505 = ( TREE_DELETE ); 1.2.840.113556.1 .4.521 = [ CROSSDOM_MOWE_TARGET ), 1.2.840113556.1 4970 = ([ GET_STATS ),
1.2.840.113556.1 .4.13358 = ([ WERIFY_MAME ), 1.2.540.113556.1 4.474 = ( RESP_SORT ) 1.2.5840.113556.1 .4.1339 = ({ DOMAIN_SCOPE ), 1 25401135561 41340 = (
SEARCH_COPTIONS ); 1.2.540.113336.1 4 1413 = ([ PERMISSIVE_MODIFY ), 2.16.640.1 113730.3.4.9 = ( YLWREQUEST ), 2.16.840.1.113730.3.4.10 = ( WLVRESPONSE )
128401135561 41504 = ( &30 ) 1. 2.840 1135561 41852 = ( QUOTA_CONTROL ), 1.2 .840.113556.1 4. 502 = ([ RANGE_CRTION 7, 1.2 5401135561 .4 1907 = [ SHUTDCWH_MOTIFY
1 1.2.540.113556.1 41945 = ([ RANGE_RETRIEVAL_MCERR J; 1.2.540.113556.1 41974 = ( FORCE_UPDATE ); 1.2.540.113556.1 41341 = ( RODC_DCPROMO brord
1.2.840.113556.1.4.2026 = ( DM_IMPUT
supporedlDAPFPolicies (120 MaxPoolThreads; MaxDatagramBecy; MaxReceiseButier; IntRecy Timeout, MaxConnections; MaxConnldlieTime; MaxPageSize; MaxQueryDurstion;
MaxTempTahleSize; MaxResultSetSize, MaxhatificationPerConn; Max'YalRange;
supportedLDAPYersion (20 3 2,
supnorted=ASLMechanisms r41 GESAPL GES-SPMNEGD: EXTERNAL: DIGEST-MDS:



My firewall is off, also for our AV.

"Windows Firewall with Advanced Security

ile Ackion  View  Help
== |5

i U pls N ST AT R P e Bl in daws Firewall with Advanced Security on Local Compuker
£ Inbound Rules

Cukbound Rules ) ) . . . . .
h‘ Connection Security Rules Windows Firewall with Advanced Secunty provides enhanced netwark zecunity for Windows computers.,
F &, Monitoring

| v

Overview &
Domain Profile is Active

'Ei:é' windows Firewall is off.

Private Profile
'E;ﬂ' Wwindows Firewall iz off.

Public Profile
'E;ﬁ' wihindows Firewall iz off.

@ Windowz Firewall Properties




| get this error every time | try to connect with the following info below.

Test: connection Settings
Status: Error

Error connecting to the LDAP server. Ensure that the directory server is running at the specified host name and port and that a
firewall is not blocking access to the server.

Profile Settings: Connection Settings
1. Connection Settings 2. User Mapping 3. Group Mapping

StEp 1 of 3: connection settings

Configure connection settings for your LDAP directory below. All fields are required; if you need additional information about a field, hover your mouse
over the corresponsing help icon.

LDAP Server
Server Type: |Acti‘ufe Directory Y| S
Host: |AnviIDS.IF{ON.I0caI | Port: ?

Base DN: |OU=Administrators, DC=IRON,DC=local | G

Authentication:

Administrator DM-: |IRDN'\0penﬁre

Password: |"---"

P Advanced Settings

b"_‘..'!‘.""_lll |'|:_-i|_..-...-_-..--- i __I



1. Connection Settings 2. User Mapping 3. Group Mapping

Step 1 of 3: connection settings

Configure connection settings for your LDAP directory below. All fields are required; if you need additional information about a field, hover your mouse
over the corresponsing help icon.

LDAP Server
Server Type: |Active Directory v| ;
Host: |Anvilog.IRON.local Port: (7)
Base DNM: |GU=Admirlistratc:rs,DC=IRGN,DC=I0caI | 7)
Authentication:
Administrator DM: |CN=0penﬁre,GU=Admir|istraturs,DC=IRGN,DC=I0caI (7)

Password: | sssssss 3\

F Advanced Settings

Test Settings A B Ca e



1. Connection Settings 2. User Mapping 3. Group Mapping

Step 1 of 3: connection settings

Configure connection settings for yvour LDAP directory below. All fields are required; if you need additional information about a field, hover your mouse
over the corresponsing help icon.

LDAP Server
Server Type: |Active Directory 7 | @)
Host: |Anvilog.IRON.local Port: ()
Base DM: |GU=Admirlistraturs,DC=IRGN,DC=I0caI | )

Authentication:

Administrator DN: |0penﬁre@ir0n.l0cal

Password: | sssssee (7}

F Advanced Settings

——— |



Then | opened Softerra LDAP Administrator 2010 and created this profile with these credentials and was able to connect just
fine.

Anvil Properties |E”E Anvil Properties

| Displayed Attributes | PagingPolicy | Group Membership | | Displayed Attributes || Paging Policy |  Group Membership |
Profile | Credentisls | LDAPSettings | Entry | Profile | Credentials | LDAP Settings | Entry |
i ind using one of the following authentication options.
| anvil | | Bind f the foll thenticati ti
Host: | anvilla.iron. local | : | 339 | © Anonymous user
{(#) currently logged on user {Active Directory only)
[ Lookup Servers... ] (") External (SSL Certificate)
() Other credentials
Base DIN: | DC =IRON,DC =local (-] vl
Mechanism: Simple
[ Fetch Base DNs ]
Principal:
Type: Microsoft Windows 2003
Password: |
LIRL: ldap: /fanwvil08.iron.local: 389/DC =IROM,DC =local
Save password EM
Use secure connection {551
O (s5L) E?; Select Credentials
[]Rread-only profie Try matching the credentials required for referral rebind.

[ Ok ] [ Cancel APl [ Ok ] [ Cancel ] Apply




: CN=openfire,OU=Administrators,DC=IRON,DC=local - Softerra LDAP Administrator 2010.1

File Edit WView Favarites Server Entry Schema Reports Tools Window Help
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% gl @ | T (objectClass=") -

')
- o iPBR PS8 D H
ch.i:pe Pane ¥ ® X Find what: = Searchin: Mames, Descriptions
=22 Softerra LDAP Administrator
.. @ Internet Public Servers lame Vale Type
Bﬂg Intranet Private Servers =l objectClass top Attribute
BB Anwil =] objectClass persaon Attribute
= oU=Administrators [= objectClass organizationalPerson Attribute
-1 CN=Administrator [=] objectClass user Attribute
. =l en openfire Attribute
[=] description Account for LDAP for OpenFire and Spark IM System Attribute
=] givenMame openfire Attribute
distinguishedMame CM=openfire,OU=Administrators, DC =IROMN,DC=local Attribute
[=] instanceType [ wiritable 1 Attribute
=] whenCreated 4/28/2010 6:55: 12 PM Attribute
=] whenChanged 4/29/2010 5:35:19 PM Attribute
=] displayMame openfire Attribute
f! (=] uSNCreated 220042 Attribute
E:I---Ej.CN=BuiItin [E] memberOf CM=Account Operators,CN=Builtin, DC =IRON,DC=local Attribute
&2 OU=Company =] uSNChanged 340010 Attribute
L3 CN=Computers =l name openfire Attribute
& [ CH=defaultMigrationContain =] userAccountControl [ MormalAccount, NoPasswordExpiration ] Attribute
[#-[-3] OU=Domain Controllers =] badPwdCount ] Attribute
[ CM=ForeignsecurityPrincipal | =l codePage a Attribute
-3 cN=Infrastructure = countryCode ] Attribute
- cM=LostandFound [=] badPasswordTime unspecified Attribute
- OU=Microsoft Exchange Sec | =] lastLogoff unspecified Attribute
EJ---I;] CM=Microsoft Exchange Sys) | = lastLogan 4/29/2010 5:26:33 PM Attribute



But when | use other credentials and use simple and the correct login info it will not connect.

Anvil Properties

| Displayed Attributes | Paging Policy || Group Membership |
| Profile Credentials LDAP Settings | Entry |

Credentials Validation Error

"‘: Can't validate credentials. Strong authentication is required.

Would you like to proceed?

L Yes J | Mo | | Cancel

{*) Other credentials

Mechanism: | Simple b
Principal: CN=openfire,OU=Administrators,DC=IF | ... |
Password: s——

[ ]save password m

E;, Select Credentials

Try matching the credentials required for referral rebind.

| oK | | Cancel | | Apply | | Help




